PodeSavanje parametara mail klijenta (kg.ac.rs)

1. Uvod

Email adresa oblika: username®@kg.ac.rs
Parametri za osnovno podeSavanje mail klijenta:
— Incoming mail server (POP3 protokol, port 110): pop3.kg.ac.rs
— Outgoing mail server (SMTP protokol, port 587): smtpl.kg.ac.rs
— Outgoing mail server zahteva autentifikaciju , koristi iste podatke kao i incoming mail
server.

2. Osnovno podesavanje

2.1 Microsoft Outlook 14.0 (2010)

Pokrenite program dvostrukim klikom na ikonu ili tako $to ¢ete kliknuti na ekranski taster Start, i
odabrati All Programs > Microsoft Office, Microsoft Outlook 2010

File ! Home Send / Receive Folder View Add-Ins

[E] save as

By Sov Atachment Account Information
ave acnments

|| zoran@kg.ac.rs

Info L POP/SMTP

gp Add Account
Open
Aot = Account Settings

a‘LLl Wdify settings for this account and configure additional
Help Tt conections,
Account

1] Options Settings ~
B9 Exit

Mailbox Cleanup
Manage the size of your mailbox by emptying Deleted ltems and

£l

archiving,
Cleanup
Tools -
Rules and Alerts
SR Use Rules and Alerts to help organize your incoming e-mail
. messages, and receive updates when items are added, changed, or
Manage Rules removed.
& Alerts

Izabrati: File, Info, Account Settings
(U verziji 12.0 (2007), lzabrati Tools, Account Settings)

U cilju dodavanja novog email naloga (account) izabrati E-mail, New



f |

Account Settings

|-\

E-mail Accounts
‘fou can add or remove an account. You can select an account and change its settings.

E-mail |Daia Files. | RSS Feeds | SharePoint Lists | Internet Calendars | Published Calendars | Address Books

Mew... Repair... % Change... % SetasDefault € Remove # &
Mame Type
@ zoran@kg.ac.rs POP/SMTP (send from this account by default)
zoran.mihailovic@kg.ac.rs POP/SMTP
helpdesk@kg.ac.rs POP/SMTP
noc@kg.ac.rs POP/SMTP
zoran.yulire@kg.ac.rs POP/SMTP
admin@kg.ac.rs POP/SMTP

Selected account delivers new messages to the following location:

Personal Folders\Inbox

in data file :\Users\Zoran\AppData'Local Microsoft\Outiook\Outlook. pst

U cilju dodavanja novog email naloga (accounts) izabrati E-mail, New

-
Add New Account

Choose Service

@ E-mail Account

your organization.

Connect to an e-mail account provided by your Internet service provider (ISF) or

() Text Messaging (SMS)

() Other

| Fax Mail Transport

Connect to & mobile messaging service.

Connect to a server type shown below.

Izabrati E-mail Account a zatim Next



f Y
Add New Account v -_— . P - - ﬂ

Auto Account Setup
Connect to other server types.

() E-mail Account

‘four Marme: | |

Example: Ellen Adams

E-mail &ddress: | |

Exarnple: ellen@contoso, corm

Password: | |

Retype Password: | |

Type the password your Internet service provider has given wou.

() Text Messaging (SM5)

| Manually configure server settings or additional server types |

[ <Bad<(uext> | ) cancel |

Izabrati Manually configure server settings or additional server types a zatim Next

||

- B
Add New Account v —-— . P - . u
Choose Service
I
@ Internet E-mail
Connect to POP or IMAP server to send and receive e-mail messages.
) Mi ft Exch or ible service
Connect and access e-mail messages, calendar, contacts, faxes and voice mail messages.
() Text Messaging (SMS)
Il Connect to a mobile messaging service.

() Other
Connect to a server type shown below,
Fax Mail Transport

P
[ <Bak {{ met> D[ cancel
P —

Izabrati Internet E-mail a zatim Next



Add New Account

Internet E-mail Settings
Each of thege settings are required to get your e-mail account working.

|| Server Information
Test Account Settings ...

Account Type: POP3
Incoming mail server: pop3.ka.ac.rs
Deliver new messages to:

Outgeing mail server (SMTP):  |smip1.kg.ac.rs
@ New Outlook Data File

RogurilianoRS o (7)) Existing Qutlook Data File

User Name: zoran.kg
Password: 000 [ssseses
Remember password

|| Require logen using Secure Password Authentication (SPA)

User Information Test Account Settings

‘four Mame: Zoran Mihailovic After filing out the information on this screen, we
recommend you test your account by dicking the button

E-mail Address: zoran. kg @kg.ac.rs below. {Requires network connection)

[ Test Account Settings by diicking the Mext button

Browse

ore st

< Back ][ Next > l[ Cancel ]

U polja:

Your Name: unesite svoje ime i prezime

E mail Address: unesite vas username@kg.ac.rs
Account Type: izabrati POP3

Incoming mail server: unesite pop3.kg.ac.rs

Outgoing mail server: unesite smtpl.kg.ac.rs
User Name: unesite vase korisnicko ime (username)
Password: unesite vasu lozinku

A zatim izabrati More Settings

-
Internet E-mail Settings &J

Genefﬂ]utgmng Server}:nnnscﬁon Advanced

Mail Account

Type the name by which you want to refer to this account. For
example: "Work™ or "Microsoft Mail Server™

zoran. ka@kg.ac.rs
Other User Information

[ Crganization:

[ Reply E-mail:

Izabrati Outgoing Server



Internet E-mail Settings ’ -— [

General | Outgoing Server | Cannection | Advanced |
My outgoing server {(SMTF) requires authentication
(@) Use same settings as my incoming mail server
() Log on using
(| User Mame: | |
Passwaord: | |
[ remember password

I: ["1Require Secure Password Authentication (SPA) |
| () Log on to incoming mail server before sending mail I
|

|

i i
|

| i
| l
i

i

[l

Lo |

Ukljuciti opcije:

v" My outgoing server (SMTP) requires authentication
v" Use same settings as my incoming mail server

Zatim na OK, povratak nazad, zatim Next i Finish.

0T Ve . ]

I
Congratulations!

‘fou have successfully entered all the information required to setup your account.

To dose the wizard, dick Finish.

|

L

Ovim je osnovni postupak podesavanja je zavrsen.



2.2 Mozilla Thunderbird 12.0
Pokrenite program dvostrukim klikom na ikonu ili tako Sto ¢ete kliknuti na ekranski taster Start, i
odabrati All Programs > Mozilla Thunderbird.

& Local Folders - Mozilla Thunderbird —— T —
j B | ocal Folders |

File Edit View Go Message Tools Help
& GetMail |~ | # Write & Address Book | % Tag - | | O\ Quick Filter
48 | ocal Folders |

& Trash Thunderbird Mail - Local Folders

&, Outbox

| Accounts

View settings for this account

= Create a new account

| Advanced Features

€ .\ Search messages

Manage message filters

Kliknite na Create a new account u desnoj polovini ekrana.

Mail Account Setup IéJ

Your name:  Pera Petrovic Your name, as shown to others
Email address:  pera@kg.ac.rs
Password: ooooooo|

Remember password

o] s |

U polja:

Your Name: unesite svoje ime i prezime

E mail Address: unesite vasu e-mail adresu username@kg.ac.rs
Password: unesite vasu lozinku

Kliknite na Continue



Mail Account Setup

Your name: P
Ermail address: p

Password: =

era Petrovic Your name, as shown to others
era@kg.ac.rs

Remember password

Looking up config Trying o server names  *
‘ Manual config ' Continue

Cancel

Izabrati Manual config

LTl 1NEEY LY el

4 Mail Account Setup

Your pame: | Pera Petrovic

| Your name, as shown to others

Ernail address: |pera@kg.ac.rs

Password: | sssssnes

Remember password

Incoming: | POP3

Qutgoing:  SMTP

Username: Incoming:

Server hostname Port sSL
v | [pop3kgacis | [0 ~| |Mone
smtp1 kg.ac.rs v|[s87 | None
[ pera | Outgoing:

Get a new account Advanced config

Re-test

L

L

Authentication

Mormal password

Mormal password

pera

Cancel

Podesiti parametre za servere:
Incoming server:

Izabrati POP3 protokol

Server hostname: pop3.kg.ac.rs
Port: 110

SSL: none

Authentication: Normal password




Outgoing server:

SMTP protokol

Server hostname: smtpl.kg.ac.rs
Port: 587

SSL: none

Authentication: Normal password

Kliknuti na Create Account.
Ovim je zavrseno osnovno podesavanje.

3. Napredno podeSavanje outgoing servera(smtpl.kg.ac.rs)

Ovo podesavanje nije obavezno ali je korisno, pre svega iz bezbednosnih razloga. Na serveru su
instalisani digitalni sertifikati koji omogucuju zasti¢enu (kriptovanu) komunikaciju izmedu klijenta i
servera. Ovo je znacajno pre svega prilikom razmene podataka koji se odnose na elektronski
identitet korisnika email servisa i zastitu od eventualnog presretanja i otkrivanja ovih podataka.
Ukljucivanje ove opcije moZe u izvesnoj meri da uspori transfer velikih fajlova (attachment) iznedu
klijenta i servera zbog same procedure kriptovanja i dekriptovanja podataka.

Moguce je koris¢enje TLS (Transport Layer Security) i SSL (Secure Sockets Layer) tipa enkripcije, na
portovima prema, sledeéoj tabeli:

Port Tip bezbedne konekcije
465 SSL
587 TLS

TLS — Transport Layer Security
SSL — Secure Sockets Layer

Preporuka je da se koristi port 587 i TLS (Transport Layer Security) tip enkripcije. Ovo takode vaZi
samo za Outgoing (SMTP) server.

3.1 Microsoft Outlook 14.0 (2010)

Izabrati: File, Info, Account Settings

(U verziji 12.0 (2007), Izabrati Tools, Account Settings)



ﬁ] Home  Send/Receive  Folder  View  Adedns

Save As 2
Account Information

zoran@kgac.s

Info 4 POP/SMTP

10y save Attachments

o Add Account
Open

A ET Account Settings
"LH dify settings for this account and canfigure additional
Help 2% coffnections
Account
[ options Settings -
B et

Mailbox Cleanup
Manage the size of your mailbox by emptying Deleted Items and
archiving,

Cleanup
Tools~

Rules and Alerts

Use Rules and Alerts to help organize your incoming e-mail
messages, and receive updates when items are added, changed, or
Manage Rules removed.

Izabrati odgovarajuci account

a zatim Change

~ B
Account Settings u

E-mail Accounts
‘fou can add or remove an account. You can select an account and change its settings,

E-mail |Da|a Files | RSS5 Feeds I SharePoint Lists | Internet Calendars | Published Calendars | Address Books

@ etz Defaul X Remove # &

Hf New... %Repa\r.‘.

Name Type
POPSMTP (send from this account by default)
zoran.mihaillovic@kg.ac.rs POP [SMTP
helpdesk@kg.ac.rs POR/SMTP
noc@kg.ac.rs POP fSMTP
zoran.yulre@kg.ac.rs POR /SMTP
admin@kg.ac.rs POP [SMTP

Selected account delivers new messages to the following location:

Change Folder | Personal Folders\Inbox

in data file C:\Users\Zoran\AppData\_ocal MicrosoftiOutiook\Outiook. pst

Change Account L= ]
Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

User Information Test Account Settings
Your Name: Zoran Mihalovic After filing out the information on this screen, we

recommend yau test your account by cicking the button
E-mail Address: Zoran@kg.acrs below. (Requires network connectior)
Server Information

Test Account Setting:
Account Type: poPz
T y— Test Account Settings by dicking the Next button
Outgoing mail server (SMTP): [emtn1 kg.ac.rs
Logen Information
User Name: zoran
Password:
emember password
R [ 5 P d Authentication (SPA]

] Require logon using Secure Password Authentication (SPA) — '

a zatim izabrati More Settings




Izabrati karticu Advanced

Internet E-mail Settings

General ‘Dutgoing Server | Cunnecﬁn@dvanc&@

Mail Account

Type the name by which you want to refer to this account. For
example: "Work™ or "Microsoft Mail Server™

zoran@kg.ac.rs
Other User Information
Organization:

Reply E-mail:

T
Internet E-mail Settings &2

| General I Qutgoing Server | Connecﬁorq Advanced E

Server Port Numbers

Incoming server (POP3): 110 Use Defaults

[ This server requires an encrypted connection (S5L)
Outgoing server (SMTP): { 587 )

Use the following type of encrypted connection: | TLS E I
Server Timeouts
Short Long 1 minute
Delivery

Leave a copy of messages on the server
Remove from server after 7 &1 days

[ remove from server when deleted from 'Deleted Items'

[ OK ] [ Cancel

]

Preporuka je da se koristi port 587 i TLS (Transport Layer Security) tip enkripcije. Ovo takode vazi
samo za Outgoing (SMTP) server.

Za naprednije korisnike napomena da server osluskuje za bezbedne konekcije na sledeé¢im
portovima: 465 SSLi 587 TLS. Ovo su standardni portovi za navedene vrste konekcija.

Port Tip bezbedne konekcije MSO outgoing server port | MSO type of encr.
conn.

465 SSL 465 SSL

587 TLS 587 TLS

TLS — Transport Layer Security
SSL — Secure Sockets Layer

Sa Microsoft Outlook-om su testirane sve navedene varijante i nisu uoéeni bilo kakvi problemi.
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3.2 Mozilla Thunderbird 12.0

Izabrati: Glavni meni, Tools, Account Settings

Account Settings

F—

4 pera®kg.acrs

Server Settings
Copies & Folders

Junk Settings
Disk Space
Return Receipts
Security

4 Local Folders
Junk Settings

Composition & Addressing

Disk Space
< Dutgoing Server (SMTP)___3

Account Settings - <pera@kg.ac.rs>

Account Name:  pers@kg.acrs

Default Identity
Each account has an identity, which is the information that other people see
when they read your messages.

Your Name: Petar Petrovic

Email Address:  pera@kg.acrs

Reply-to Address:

Recipients will reply to this other address

Organization:

Signature text: [T Use HTML (e.g., <b>bold</b>)

[Z] Agtach the signature from a file instead (text, HTML, or image):

Choose...

[7] Attach my vCard to messages

Qutgoing Server (SMTP: || pere - smip kg.ecs (Defal) | -]

Manage Identities...

Account Actions

Izabrati Outgoing Server (SMTP)

-
Account Settings

===

— -

4 peraBkg.ac.rs
Server Settings
Copies & Folders
Composition & Addressing
Junk Settings
Disk Space
Return Receipts
Security

4 Local Folders
Junk Settings
Disk Space

‘Qutgoing Server (SMTP) Settings

Although you can specify more than one outgaing server (SMTP), this is only
recommended for advanced users. Setting up multiple SMTP servers can cause
errors when sending messages.

pera| smip.kg.ac.rs (Defautt] | [ Ada. ]

Remove

Set Default

Outgoing Server (SMTP)

Description:  <not specified>

Server Name: smitp.kg.ac.rs
Port: 25

User Name:

Authentication method:

pera
No authentication

Account Actions

Connection Security: None

Izabrati Edit
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Settings

Description: | |

4 Server Mame: | smtpl.kg.ac.rs |

Port: - (587 Default: 587

Security and Authentication

Connection security: I STARTTLS ~ I
Authentication methu:nd:l Mormal password ~ |

User Name: |pera |

Cancel

SMTP Server o4

Promeniti parametre u sledecim poljima:

Port: izbor prema sledecoj tabeli
Connection security: prema tabeli STARTTLS ili SSL/TLS
Authentication method: Normal password

Preporuka je da se koristi port 587 i TLS (Transport Layer Security) tip enkripcije. Ovo takode vazi

samo za Outgoing (SMTP) server

Za outgoing mail koristite istu lozinku koju koristite za primanje maila odnosno za POP3 server.

U pojedinim vezijama Mozilla Thunderbird klijenta uoéeni su bugovi u vezi sa prepoznavanjem

instalisanog sertifikata pa ukoliko budete imali problema i niste u stanju da se snadete, ovu opciju

mozZete da izostavite. Ukoliko vam klijent trazi da povucete sertifikat sa servera (Get Certificate) radi

se o TERENA Comodo sertifikatu.

Za naprednije korisnike napomena da server osluskuje za bezbedne konekcije na slede¢im
portovima: 465 SSL, 587 TLS, pa ukoliko prevazidete problem sa sertifikatom mozZete da testirate i

ovu opciju. Ovo su standardni portovi za navedene vrste konekcija.

Port Tip bezbedne konekcije MTB outgoing server port MTB type of encr.
conn.

465 SSL 465 SSL/TLS

587 TLS 587 STARTTLS

TLS — Transport Layer Security
SSL — Secure Sockets layer

Zatim klik na OK, povratak unazad.
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4. Napomene

4.1 Konekcija sa serverom

Ukoliko, eventualno imate problema oko uspostavljanja konekcije sa serverom, prvo proverite
raspoloZivost navedenih portova na vasem rac¢unaru. Uvek postoji moguénost da vam je firewall,
AntiVirus ili neki treéi program koji sluza za "odbranu" na vasem racunaru blokirao port za SMTP
konekciju. Ukoliko koristite mail servis sa lokacije koja se nalazi izvan Akademske mreZze, odnosno sa
mreZe nekog drugog provajdera postoji mogucénost da je provajder "blokirao" pojedine portove.

4.2 Webmail

Navedena podesavanja se ne odnose na webmail servis (webmail.kg.ac.rs), odnosno korisnici
webmail servisa ne treba niSta da menjaju u svojoj konfiguraciji.

4.3 SMTP - outgoing mail)

Za slanje maila (outgoing mail) postoje dva nezavisna servisa odnosno kanala:

e  SMTP servis o kome je ovde bilo redi i
e  Webmail servis

U slucaju eventualnih problema sa jednim od navedenih servisa za slanje maila moZe da se koristi
drugi raspolozivi servis.

4.4 POP3 - incoming mail

Obrada dolaznog mail saobradaja se odvija u vise faza. AntiSpam i AntiVirus filtriranje radi vece
pouzdanosti rade paralelni serveri pa se mail skuplja na POP3 serveru. Citanje maila moze da se vrsi
pomocu Windows klijenata ili pomocu Webmail servera. | pored navedenog za dolazni mail
saobracaj generalno posmatrano postoji samo jedan kanal odnosno ne postoji rezervni (backup)
kanal.
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